 VAMSHI

Contact: +1 608-893-0283 | E-mail: vavillavamshi3@gmail.com 
(Sr Network Engineer)

PROFESSIONAL SUMMARY
· Senior Network/Network Security Engineer with the overall experience of 10+  years in healthcare, Retail and Government Clients.
· Experience with various Network Topologies, LAN, WAN, Campus, Data Centers, ISP Connectivity, WLAN, and VOIP environments. Worked in Global environments with a network range across the globe in multiple regions.  
· Worked on Next generation Network Engineering trends and have hands-on experience in migration projects from legacy to latest technologies and equipment. Very flexible and enthusiastic to learn new technologies and work on any new vendor equipment.  
· Team player and has experience working with various teams like server, Project Management, Virtualization, Storage, Cabling, and Application. 
· Thorough with Documentation Skills from end-to-end Project implementation, VISIO Diagramming, MS Project, MS Word and Presentations wherever necessary. 
· Worked on PAC files, Whitelist and Blacklist policies, AD group-based policies, User based, location-based Policies on proxies. 
· Switching experience which includes campus and Data Center Switching, Worked on Cisco, Extreme, Arista, Aruba and Dell Switching gear.  
· Campus Switching and Routing Hardware includes – Cisco 3750, 3850, Cat 9K, 4500, cisco ISR routers, 1100, 4k series routers Juniper EX 4300, 3400 in access and EX 4600 in Distribution. Aruba 6200, 6300 switches.
· Experience with IDF/MDF Architecture, remote sites switching with access and Distribution layers, Data Center Top of the Rack switching, Distribution and core in DC.  
· Data Center Switching and Routing Hardware Include Cisco Nexus 2K, 5K, 3K and 7K modules. ASR 1K, 9K, Cisco Juniper QFX Series, MX series routers, Arista 7000 series.  
· High-Level understanding and implementation experience in VLAN, STP, RSTP, MST, 802.1X, DHCP, DNS, HSRP, VRRP, GLBP, IPv4, IPv6, OSPF, EIGRP, IS-IS, BGP, RIP, Static Routing, VSS, MLAG- VPC, MEC, VDC, VXLAN, EVPN Protocols.  
· Extensive experience working with Network Firewalls. Worked on Cisco ASA, Cisco Firepower, Palo Alto Next Gen Firewalls, Checkpoint, FortiGate and Sonic Firewalls.  
· Experience with Perimeter Firewalls, VPN firewalls, Server Farm Firewalls using Standard and Extended ACL, All types of NAT, URL Filtering, SSL Forward Proxy, SSL Decryption, Threat ID, User ID and APP ID based Security policies.  
· Implementation of Firewalls from Scratch and migration from Legacy to Next Generation firewalls with Layer 7 security features.  
· [bookmark: _Hlk150770604]Configured and optimized DMVPN tunnels, providing a dynamic and efficient solution for site-to-site connectivity over the existing infrastructure.
· [bookmark: _Hlk150770616]Conducted thorough testing and validation of the DMVPN architecture to ensure seamless integration and optimal performance.
· Experience in migrating the infrastructure on Amazon Cloud Service – AWS. 
· Proficient in configuring and optimizing Cisco Open Fabric Interface (OFI), leveraging its high-speed, low-latency capabilities to enhance interconnection between data center switches and facilitate efficient data traffic flows.
· Experience with Application delivery controllers which include Cisco ACE, F5 LTM, GTM, APM, ASM modules. Worked on Virtual servers, Pools, SNAT, persistence, Profiles, iRule Scripting, DNS, and Topology based load balancing on F5. Migration experience from ACE to F5.  
· Worked on all major vendor-based application load balancing which includes Microsoft Office 365, Secure email Gateways, Citrix VDI, ICA proxy, and tenant restrictions.
· Experience with Overlay and Underlay networks which includes VXLAN tunneling, OTV. Software-defined networks using Cisco ACI and Arista Cloud Vision. Experience configuring Bridge Domains, Application templates, VNI, VTEPS, Symmetric, and Asymmetric IRB in Spine and Leaf Architecture. Worked on Nexus 9K in ACI and non-ACI modes.
· Experience with VXLAN, EVPN, VTEP, and Spine-Leaf architecture, including overlay/underlay design and implementation
· Experience with remote site connectivity to Data centers using SD-WAN in MPLS WAN. Worked on Versa, Viptella and Meraki SD-WAN solutions.
· Worked on Cisco, Meraki and Aruba Wireless solutions. Worked on configuration of WLAN controllers, AP groups, SSID, RF parameters, Anchor controllers, BYOD policies, and Integration with RADIUS servers for Authentication. Experience with Cisco Prime, and Aruba Airwave.
· Worked on Cisco ISE, Aruba ClearPass for RADIUS and TACACS Authentication. Integration with WLAN controllers. Wired and Wireless Authentication using Cert-based and MAB. I have a very good understanding of 802.1X.  
· Worked on Ruckus BeamFlex technology optimization to enhance signal strength and minimize interference in dense environments.
· Experience with Fortinet FortiGate, FortiManager, and FortiAnalyzer in enterprise security environments
· Hands-on exposure to Azure cloud security, Infrastructure as Code (IaC), and network automation tools
· Experience with DNS and DHCP servers which Include Infoblox, Windows DNS and DHCP, and BlueCat DNS. DHCP scopes, IPAM, DNS Zones for DNS.
· Worked on SNMP for network monitoring which includes Netbrain, SolarWinds, Zenoss, and Whatsup Gold.  
· Experience with Cisco and Avaya VOIP environment. Worked on Configuration of Call Managers, H.323, SIP trunks, QOS policies, VOICE VLANS, CUCM, and VOIP gateways.
· Working Knowledge with monitoring tools like Solar Winds and Network packet capture tools like Wire-shark. Provided 24x7x365 availability and on-call support as required by the projects.
· Basic Knowledge in Network Automation using Ansible and Python Scripting.  
· Strong experience in Data Center technologies including VXLAN, EVPN, and Spine-Leaf architecture
· Hands-on exposure to network automation, templating (Jinja2), and CI/CD-based deployment models
· Experience with CI/CD deployments and container platforms like Docker and Kubernetes
· Strong troubleshooting and analytical skills with proven root cause analysis (RCA) capabilities

EDUCATION
· Bachelor’s in computers science engineering from Anurag group of institutions- Hyderabad (2012)
· Masters in computer science from the WEBSTER UNIVERSITY, USA. (2016)


CERTIFICATIONS
· CCNA (Cisco Certified Network Associate)
· CCNP (Cisco Certified Network Professional) 

TECHNICAL SKILLS
	Networking Technologies  
	LAN/WAN Architecture, TCP/IP, Frame Relay, VPN, VLAN, WLAN, VTP, NAT, PAT, STP, RSTP, PVST, MSTP. 

	Networking Hardware  
	Cisco Switches, Cisco Routers, Aruba Switches, Extreme Switches, ASA/Palo Alto/Juniper, Checkpoints firewalls, Juniper Routing & Switching (EX, QFX, MX Series)

	Routing Protocols  
	RIP v1/v2, OSPF, ISIS, EIGRP, MPLS, IS-IS, BGP, Multicasting and Static Routing TCP/IP, HTTP/2, REST APIs, DNS.

	5G Core Technologies  
	5G Core Architecture, 3GPP Service-Based Architecture (SBA), SMPCF, AMPCF, SCP, AMF, SMF, Policy Control Functions.

	Network Monitoring  
	 SolarWinds, Telenium, Wireshark, HRping, Whatsupgold, Infoblox.  

	Operating Systems  
	Windows 10/8.1/7/Vista/XP/2000, LINUX, Cisco IOS, IOS XR, IOS-XE, NX-OS.  

	Routers  
	CISCO 1100,4300, 4400, 4500,2600, 2800,3800,7200, Juniper M & T Series, ASR 1000, Extreme XA1400, XR1600.

	Load Balancers  
	F5 Networks (BIG-IP), NetScaler (Citrix).  

	IP Telephony
	VOIP, T1/ISDN/ PRI, Call manager Express, SIP, H.323

	Capacity & performance  
	Cascade Riverbed (Flow Monitor), WAN Killer.  

	Switches  
	CISCO 2960,3750,3850, CAT 9300, CAT9400, CAT 9500,4500,6500,6800 Nexus 7k,5k,2k Aruba 6200, 6300, Extreme X-440-G2, X-435,5520. 

	Programming Languages  
	C, C++, Perl, Java Script, Power Shell, Python.  

	Simulation Tools  
	GNS3, VMware, OPNET IT GURU, OPNET Modeler, Cadence.  

	Firewalls  
	Juniper Net Screen (500/5200), Juniper SRX (650/3600), ASA (5520/5550/5580), Palo Alto, Checkpoint firewalls.  

	AAA Architecture  
	TACACS+, RADIUS, LDAP, Cisco ACS.  

	Features & Services  
	IOS and Features, HSRP, GLBP, VRRP, IPAM IRDP, NAT, SNMP, SYSLOG,  
NTP, DHCP, CDP, DNS, TFTP and FTP Management, Open Stack, IVR’s, HLD and LLD documents, Dell equal logics.  




WORKING EXPERIENCE
Senior Network Engineer | MAR 2023 to present.
Dakota Consulting, Gaithersburg, MD									
Responsibilities:
· Deployed and configured Cloud Native Network Functions (CNFs) for 5G core services using Kubernetes.  
· Installing and configuring new Cisco equipment including Cisco 1100, 4300, 4351, and 8000 series routers, Cisco catalyst switches 6807, 7010, Nexus 5500, and Nexus 2k as per the requirement.
· Establishing site-to-site IPSEC VPN tunnels on Palo’s, Cisco ASA’s and SRX-650.  
· Establishing the WAN connectivity between sites by establishing the BGP peering with the service providers (Century Links, Level-3).  
· Performs design, implementation, and support of WAN/LAN technologies, including Multicast, RIP, BGP, OSPF, VLANs, Spanning Tree, CDP, LLDP and Link Aggregation Protocols Have knowledge of Checkpoint, Cisco ASA, F5 and JunOS platforms.  
· Designed and deployed Ruckus Wireless infrastructure using SmartZone / ZoneDirector controllers and Ruckus ICX switches.
· Deploying, configuring, and managing/troubleshooting the multivendor network devices/instances including Cisco, F5, Infoblox, PaloAlto, Pulse, ASA’s, Proxies.  
· Monitoring all the network devices through SNMP, NetFlow, and Syslog from Solarwinds Orion.  
· Strong hands-on experience in installing, configuring, and troubleshooting Cisco 7600, 7200, 3800, 3600, 2800, 2600, 2500 and 1800 series Routers, Cisco Catalyst 6500, 4500, 3750, 2950 and 3500XL series switches.  
· Strong hands-on experience in installing, configuring, and troubleshooting Aruba 6200,6300 switches.  
· Worked on the design and implementation of Aruba ClearPass.
· Documenting and creating Network diagrams for the infrastructure.
· Successfully led the deployment and configuration of Palo Alto Next-Generation Firewalls for a large enterprise, ensuring seamless integration with existing network infrastructure and enhancing security posture.
· Knowledge of SD-WAN solutions for the optimization of WAN traffic. Experience with creating in-path rules, traffic policies, and troubleshooting issues.
· Actively participated in a network infrastructure upgrade, where Palo Alto Firewalls were implemented to strengthen network security and enhance threat visibility.
· Utilized Palo Alto's application-aware firewall features to enforce granular security policies, preventing unauthorized access to specific applications and services.
· Used tools including but not limited to Splunk, CA products NetMRI, SolarWinds, Zenoss and NetBrain to monitor and troubleshoot network connectivity issues.
· Led a comprehensive upgrade of the network infrastructure, deploying Extreme X-440-G2 and X-435 switches to enhance performance and reliability.
· Configured VLANs, spanning tree protocols, link aggregation on Extreme switches to optimize network efficiency.
· Configured BGP and OSPF protocols on Extreme routers to ensure efficient and reliable routing between network segments.
· Implemented and managed Checkpoint firewalls, including the deployment of Checkpoint firewall appliances such as the 5520 series.
· Managed Fortinet FortiGate firewalls, FortiManager, and FortiAnalyzer for centralized security management
· Supported Fortinet SD-WAN, VPN, IDS/IPS, proxy, and NAC solutions in enterprise environments
· Worked on Azure hybrid cloud connectivity and Azure native security/networking services
· Utilized PowerShell/Python scripting and automation tools for operational tasks and reporting
· Performed root cause analysis (RCA) for complex network and infrastructure issues 
· Worked in environments supporting containerized applications (Docker/Kubernetes)
· Developed and enforced Checkpoint firewall policies to secure network perimeter and prevent pirated access.
· Collaborated with cross-functional teams to design and implement a strategic plan for integrating Aruba Clear Pass and Akamai Zero Trust solutions into the existing Aruba network infrastructure.
· Implemented Aruba Central as a centralized management solution, streamlining the administration and monitoring of Aruba switches across distributed locations.
· Conducted in-depth troubleshooting and issue resolution for Aruba switches, ensuring seamless connectivity and minimal downtime.
· Designed and supported VXLAN EVPN-based data center fabric (Spine-Leaf architecture)
· Worked on fabric configuration, validation, and deployment using automation approaches
· Built and used Jinja2 templates for network configuration standardization
· Contributed to automation workflows and CI/CD pipelines for network deployments
· Contributed to the development of network documentation and provided comprehensive training to internal teams on Aruba switch management and Aruba Central functionalities.
· Cisco Security: SDM, NAT/ACLs, AAA, Layer 2 Security, Layer 3 Security, IPS/IDS, Cisco (ASA, PIX) 5510, Cryptography, SSL, and IPsec VPN and DMVPN.  
· Knowledge on cloud AWS cloud EC2, S3, RDS, Load Balancer, Auto Scaling with AWS command line interface and AWS python SDK.
· Utilized Linux skills to manage and troubleshoot Palo Alto Firewalls, ensuring seamless operation and swift resolution of issues and monitored large-scale Palo Alto Firewalls through Panorama.
· Installed and configured Cisco Meraki (MR66, MR74, MR84) wireless Access points in the warehouses.
· Provided technical support and resolved network-related incidents within agreed service level agreements (SLAs).
· Worked on automation-driven network deployments using templating and version-controlled pipelines

Network Engineer | JUNE 2021 – FEB 2023
State of New York (ITS), Albany,NY								
Responsibilities:
· Responsible for building and maintaining site-to-site VPN tunnels with other business partners based on the business requirements.  
· Installation, configuring, and maintaining Checkpoint and Cisco ASA firewalls.  
· Working on Checkpoint GAIA 77. XX and R80.XX firewall changes to resolve issues for different internal teams. 
· Working on service now queue to get the different firewall and load balancer requests resolved on timely basis. 
· Played a key role in the migration of legacy firewalls to Palo Alto Next-Generation Firewalls, resulting in improved threat detection and prevention capabilities.
· Conducted thorough security assessments and implemented Palo Alto security policies aligned with industry best practices to protect sensitive data and prevent unauthorized access.
· Doing site surveys as well with Externetwork for designing and implementing new Confidential SD-WAN circuits for customer sites.
· Install and maintain the wireless infrastructure (Aruba, HP controllers) Configuration of SSID, VLAN binding, and security management.
· Provided expertise in CyberArk's privileged credential management, enabling secure and controlled access to critical systems, and reducing the risk of insider threats.
· Worked on the implementation of Cisco Meraki wireless solutions and the deployment of wireless access points.
· Involved in managing and maintaining ASA and checkpoint firewalls and Cisco VPN concentrators.  
· Routing protocol configuration such as OSPF, IS-IS, EIGRP and BGP, Router redundancy configuration (HSRP, VRRP and GLBP) and Wireless LAN (Access point, LWAPP).
· Configured HSRP and VLAN trunking 802.1Q, VLAN Routing on Nexus 7k, 5k and Catalyst 6500 switches.  
· Installation, configuring and maintaining Checkpoint and Cisco ASA firewalls. Responsible for building and maintaining site-to-site VPN tunnels with other business partners based on business requirements.  
· Working on Checkpoint firewall changes using to resolve issues for different internal teams. Use Tufin orchestrator for troubleshooting different firewall issues and for firewall audit. 
· Use Tools like Splunk for resolving many issues internal/external application users have. 
· Troubleshoot/configure IDPS changes on Checkpoint firewalls.
· Working on service now queue to get the different firewall and load balancer requests resolved on a timely basis.
· Worked on Cisco ASA 5500 series Firewall providing support and configuring for NAT, PAT & advanced Firewall rules implementation IPS/IDS on ASA’s with Botnet protection.  
· Created dynamic access policies on the ASA’s for the offshore vendors to be able to VPN in and access the resources they needed for their testing purposes.  
· Upgraded the code on multiple ASA’s from 9.6.3(x) to 9.6.4(X) which required a very great deal of configuration changes especially due to the change of syntax for building NAT’s on 8.4.  
· Assisted in planning, designing and implementation of NAC for network access control throughout the network.  
· Effectively utilizing complex lab setups to duplicate and solve Enterprise and Cisco Partners voice and video problems as well as possible interoperability issues between Cisco Video and Voice Platforms and third-party video and voice platforms. 
· Assisted in migration of legacy VNF-based systems to Kubernetes-based CNF architecture.
·   Managed Kubernetes clusters, including deployment, scaling, and troubleshooting of containerized workloads.
·  Implemented Helm charts and Kubernetes manifests for automated network function deployment.
· Monitored system performance using Prometheus and Grafana to ensure network reliability.
  
Network Engineer | JULY 2019– MAY 2021
Verizon(REMOTE).									
Responsibilities:
· Working knowledge of frame relay, MPLS services, OSPF, BGP and ISIS routing protocols, NATing, NAC product sub-netting, also including DNS, LDAP, DHCP, http, HTML, HTTPS, TCP/IP, UDP, SNMP, OSPF, RIP, IPSEC, PPTP, VLAN, STP (Spanning tree Protocol), RTSP & Multicasting protocols. 
· Experience on F5 load balancer to maintain balance in the network system with application specific usage. 
· Played a responsible role in implementing engineering, & level 2 support of existing network technologies/services & integration of new network technologies/services. 
· Worked with Cisco Layer 3 switches 3560, 3750, 4500, 6500; Cisco Nexus 5000 and 7000 in multi VLAN environment with the use of inter-VLAN routing, 802.1Q trunk, ether channel. 
· Established peering relationships with external ISPs, transit providers and partner networks at national Internet exchanges. 
· Implemented robust security measures and compliance with industry standards for IoT devices and data.
· Proficient in configuring and managing Aruba switches, including but not limited to the ArubaOS-CX.
· Performed route filtering and route manipulation by applying distribute-lists, route-maps & offset lists.
· Performed IOS upgrades on various catalyst series switches and maintained latest IOS versions.
· Involved in design, implementation, and configuration of HSRP for load balancing on L3 switches on different location of office on the switched network.
· Deployed and managed Meraki wireless access points to provide reliable and high-performance Wi-Fi affinity.
· Installed redundant Big IP F5 LTM and GTM load balancers to provide uninterrupted service to customers.
· Installed, configured and maintained several Cisco DMVPN routers servicing smaller sites, several Edge routers running BGP and MPLS to Internet service providers.
· Generating RCA (Root Cause Analysis) for critical issues of layer1/layer2/layer3 problem.
· Used various BGP Attributes and various Route-filters such as named Access-lists, Prefix lists, Route-maps to permit or deny routes and to change various attribute.
· Experience with Firewall Administration, Rule analysis, and Rule modification. 
· Designed and implemented CISCO ASA firewalls Installation, Configurations, and Troubleshooting.
· Worked and engaged with Service Providers like AT&T, and Verizon to test and turn up the CER routers throughout different sites in California. 
· Implemented and optimized STP (Spanning Tree Protocol) configurations on Cisco switches to ensure network redundancy and prevent loops, minimizing downtime.
· Designed and implemented DMVPN architectures to provide a scalable and flexible solution for secure communication between remote sites, reducing the need for point-to-point VPN tunnels.
· Proficient in configuring QoS policies on Cisco and Aruba switches to prioritize network traffic, ensuring optimal performance for critical applications.
· Monitored and troubleshot LAN installed and configured routers, hubs and switches, generated weekly reports.
· Expertise in implementing and troubleshooting dynamic routing protocols such as OSPF, EIGRP, and BGP.
· Implemented and maintained security features on Cisco routers, including access control lists (ACLs), authentication, authorization, and accounting (AAA), and VPN (Virtual Private Network) configurations.
· Configured and managed NAT within VPN environments, resolving address conflicts and facilitating secure communication between private networks.
· Proficient in configuring and managing various VPN protocols, including IPsec, SSL/TLS, L2TP/IPsec, and IKEv2, ensuring secure and efficient data transmission.
· In-depth knowledge of LTE and 5G protocols, standards, and specifications.
· Reviewed network architecture and analysed traffic flows and current network security policy.
· Configured Cisco 2950, 3560 and 4500 series Catalyst switches, Rapid Spanning-Tree and OSPF.
· Supported data center migration project for ATC Associates. Installed Cisco 3750/4948 switches, Cisco 3825 series routers and ASA firewall as part of the new DC migration/upgrade project.
· Configured bi-directional NAT to enable translation in both inbound and outbound directions, allowing for more flexible and complex network architectures.
· Applied Wireshark for security analysis, detecting and investigating potential security threats, malware, and unauthorized network activities through packet inspection.

Network Engineer |FEB 2017 -JUN 2019
REI Systems Inc,Sterling,VA
Responsibilities:
Data Center Network Upgrade
· Migrated legacy Cisco 6500 switches to Nexus 9000 series, improving throughput by 40%. Implemented VXLAN for better workload mobility between data centers.
· Managed and maintained hybrid Cisco/Juniper network infrastructure supporting 500⁺ users across multiple locations
· Configured and troubleshot VLANs, STP, HSRP, and OSPF routing protocols to ensure optimal network performance Deployed and managed F5 BIG-IP LTM load balancers for critical business applications
· Implemented and maintained site-to-site and remote-access VPNs using Cisco ASA firewalls 
· Monitored network health using SolarWinds NPM and NCM, reducing unplanned outages by 35% 
· Administered Windows Server 2016/2012 including Active Directory, DNS, and DHCP services
· Automated repetitive tasks using PowerShell scripts, improving operational efficiency by 25% 
· Provided Tier 2/3 support for network-related issues, maintaining 99.9% uptime for core services 
· Documented network configurations and created detailed topology diagrams for all sites.
· Environment: Cisco Catalyst/Nexus, Juniper EX, ASA/Firepower, F5 BIG-IP, AWS/Azure, SolarWinds, Windows Server, PowerShell, VoIP, VXLAN

Junior Network Engineer | JUN 2013– JULY2014
Spann Technologies,Hyderabad,INDIA
Responsibilities:
IPv4 to IPv6 Migration Support
· Assisted in dual-stack implementation for major telecom client. Tested and validated IPv6 connectivity for critical services
· Provided L2/L3 technical support for network infrastructure serving 200⁺ enterprise clients Configured and troubleshot Cisco routers (1900/2900 series) and switches (2960/3750) Assisted in implementing VLANs, STP, and VTP to optimize network segmentation
· Monitored network performance using PRTG Network Monitor, resolving 90% of issues within SLA Supported DHCP/DNS administration and IP address management
· Assisted senior engineers in BGP/OSPF routing configuration and maintenance Documented network configurations and created knowledge base articles for helpdesk team
· Performed regular firmware upgrades and security patches on network devices
· Provided onsite support for network installations and troubleshooting 
· Environment: Cisco IOS, VLAN, VPN, DHCP/DNS, PRTG, IPv6, WLAN, ASA

